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User Enters User Name and Password User is Authenticated

Enter User Name Welcome Back Alaa
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Two Factor Authentication (2FA)

User Enters User Name and Password User Gets One Time Password User Enters One Time Password

- oe=——=00 o ™~

Enter User Name q ,
ey One Time Password q Enter Authentication Code
alaa@amin.edu

e OOO®
Enter Password

[Fxxxddkrkxhs
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Multi-Factor Authentication (MFA) = <z le 58 5 laa LIS &) Y1 Jalaiy

Example of Multi Factor Authentication

What You Know - Something You Own - Phone Something You Are - Fingerprint
User Name and Password i
- @)

Secret Double

DoubleOctopus.com

" @
User Name Pending Authentication

| alaa@amin.edu + From Device: John's Laptop +

Password: Approve? Please Authenticate Request
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username : a.amin
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2. Accept/Reject -

-

Server

»

Clint
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Challenge Handshake Authentication Protocol

(CHAP)
Logon requested —
Challenge
— Response

Logon accepted
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